How to Manage the Electronic Submission System Security

This document is for the assigned master security agent of the applicant and it describes
how to perform the following security operations:
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Locating your applicant’s security data

After you log in, select ‘Security’ from the *Process’ selections.

system
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W Logout : I|cat|0n
ielenrme ok "Promoting a healthy environment.”
electronic application
system.

Thiz site is hest viewed using a graphics resolution of at least S00 x 600
and & version 4.0 broveser or grester.

To begin, select the

applicant for this

application.

Once it is selected, you
will receive another
response box to make
your next selection.




Select “‘Manage Security for Applicant’.
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security administration,

Welcome: Legge, Steve

1. Manage security for applicant
2. Security Reports

3. How to manage ePermitting Security - Documentation

"Proroting a Healthy Environrment”

Thiz site is best viewed using a graphics resolution of &t least 300« 00
and a version 5.0 bhrowser or greater.



Click "Select Applicant’.

ic applic

Welcome: Legge,
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Select Applicant:
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Input some of the applicant name.

e R P o ATt

-2 EP Search... - Microsoft Internet Explorer

Please input the first few characters of the company name or the last

name of an mdridual applicant
Search ACme |

security_administration I



Click on the applicant’s name. NOTE: You will only be able to find applicants for
which you are the assigned master security agent.

- Microsoft Internet Explorer

Please mnput the first few characters of the company name or the last
namme of an mdmmdual applicant

Search |Acme | =

; &pnplicant MName

AGME GOAL GOMPANY

The following page is the main security administration page for your selected applicant.
In this example you (George Jones) are viewing the security administration page for
‘ACME COAL COMPANY’. The meaning of each of the security field settings will be
discussed later in this document.

Welcome: Jones, George

Select Applicant: ACME COAL COMPANY

iewy: | Al ~ |18 users D add User ] Save Changes

(2} Return Home

A Receive email Fegoesas|eRs =] I
. : JAMIE
All: Receives all email
notifications: submitals, BACORN, r--j
resubmittals, requests and LR AN ME u 4 H m i IA" L] J !
corrections.
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Adding an employee / consultant to the applicant’s security list

When George Jones was first assigned the master security agent for ACME COAL
COMPANY, the security list would have looked like the following.

To add an employee / consultant to the ACME COAL COMPANY security list, click the
‘Add User’ button.

security administration,

Welcome: Jones, George

Select Applicant: ACME COAL COMPANY

Wiswe | Al |1 users D add User | Save Changes

oginid  |User Mame - Commert

I s

On the pop-up window, enter some of the name and press ‘Go’.

A http://172.17.2.9 - EP Search... - Microsoft Internet Explorer E|@|E|

Flease input the first few characters of the Consultant's last name
Search |Far |




Click on the desired name.

Flease input the first few characters of the Consultant's last name

Search |Far |

Far033

HAEL & WALERIE papt

The new person will now show on the security list without any default security at all.

security administrations I

Welcome: Jones, George

Select Applicant: ACME COAL COMPANY
e | 4l

*11 users

D dd User | Save Changes

JonesGi12 .Isoen;:;; I ] I‘r’es vl IAII |l W I
Far033  (Far, ouT r r Mo v || CHED ([none =] W |




Applicant Security

If you check ‘Applicant Security’ the new person will have the same security as you —
this is generally NOT a good idea, unless you want this person to serve as your backup.
With this security, the new person can come to this security administration page and
deactivate you. Unchecking this box will return the status to default.

security administration,

ey Yol

Welcome: Jones, George

Select Applicant: ACME COAL COMPANY
Wiaw: | Al =11 users D dd User | Save Changes

e

Jones,

JonesG12 | (T2 ] Yes ¥ [an =]l & |
Far033  ||FAR, oUT v T |[ves = a1 |

Master Consultant

If you check ‘Master Consultant” the new person will be able to start or work on ALL
application types of ALL DEP Offices for ACME COAL COMPANY. They will NOT
be able to get to this security administration page and therefore have no ability to adjust
security for ACME COAL COMPANY in any way.

security administration,

ey Yol

Welcome: Jones, George

Select Applicant: ACME COAL COMPANY
Wiaw: | Al =11 users D dd User | Save Changes

JonesG12 é"e";sg; v W [ves = [ar =~ |
Far0ss  (FaR, oUT ~ v hio Jad [wone ~ || W |




Submitting privileges

Changing the ‘Submit’ setting to “Yes’ allows this consultant to submit / resubmit
completed applications — formerly only the ‘Applicant Security’ person could submit.

security administration,

= e

Welcome: Jones, George

Select Applicant: ACME COAL COMPANMNY
Wiswe | Al |1 users D add User | Save Changes

Jones,
George

JonesG12

Far03s  [[F4R, OUT r I Yes v [mone = |l W ||

Receiving ESS email notifications

By setting ‘Receive Email Notifications’ to *All’, the Electronic Submission System
(ESS) will copy all generated email notifications to this person. With the ‘User’ setting,
ESS will copy generated email notifications to this person for only those applications on
which the person worked. And ‘None’ will keep the person from getting any emails from
ePermitting.

security administration,

ey Yol

Welcome: Jones, George

Select Applicant: ACME COAL COMPANY
Wiaw: | Al =11 users D dd User | Save Changes

Comment

Jones,

George v r ves :Iv

FarQ33  [[FAR, QUT [ v Wes

JonesG12




Disabling an employee / consultant

Uncheck the ‘User Active?’ box to disable the person completely for ESS activity on
behalf of ACME COAL COMPANY. This overrides all other settings. Please make
appropriate comments as you desire in the *“Comment’ area.

security administration,

=

Welcome: Jones, George

Select Applicant: ACME COAL COMPANY

Wiaw: | Al =11 users D dd User | Save Changes

JonesG12

FEEE ™ I~ Yes v all - v
Far033 [[FAR, OUT [ v Yas W Mone -




Restricting Security further

Security can be further restricted. If the person has neither ‘Applicant Security’ nor is
identified as a “Master Consultant’, more options will be available. See the two new
icons under the “Restricted Security’ heading.

The icon on the right is to set specific office security and, optionally, application

type security. The icon on the left = is to set specific Application Assignments, and,
optionally application section security. These options will be discussed more fully
below.

security administration,

ey Yol

Welcome: Jones, George

Select Applicant: ACME COAL COMPANY
Wiaw: | Al =11 users D dd User | Save Changes

S R i |

JonesG12
Far03s  [[F4R, OUT r o we | EHE f[Mere <[] W |
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Office Security
Click the right hand icon for Office level security.

security administration,

Welcome: Jones, George

Select Applicant: ACME COAL COMPANY

Wiswe | Al |1 users D add User | Save Changes

Login i |User Mame - _ Suibm S = Comment

JonesG12 George

FarQ33  [[FAR, QUT

Below is the Office Level security page. Notice that there is initially ‘“No Access’ to any
office.

security administration,

Welcome: Jones, Gearge
Applicant: ACME COAL COMPANY
Select User: FaR, OUT

ir Guahtj,r
||Emf|r|:|nmental Remediation i o i
IHydrologic Pratection Unit (OMR) r & IS
"Mining and Reclamation f" o -
Qil and Gas (. = [
aste Management e o i
ater and YWaste Management C o i
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In this example “All Access’ has been set for ‘Mining and Reclamation’. This consultant
may create or work on ALL application types but only of Mining and Reclamation. They
may not work on applications for Air Quality or any other office listed.

security administration,

i

Welcome: Jones, George

Applicant: ACME COAL COMPANY

Select User: FAR, OUT

=

Office Name
it Cluality

All Access
i

i

||Envirnnmenta| Femediation

||H3,rdrnlngi|: Frotection Unit (DMR)

"Mining and Feclamation

"

= TH| Y

Oil and Gas

aste Management

ater and WWaste Management

T TE| Y
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Application Type Security

If you would like to restrict this consultant to only certain application types within an
office, set the Office security to ‘Restricted’. (See previous section on getting to Office

Security.) Once the page refreshes you will notice a new icon E] , to select specific
application types. Click the icon to go to the application type page. If you do not go on,
the person will have no application types assigned to them.

security administration,

= -

Welcome: Jones, George
Applicant: ACME COAL COMPANY

Select User: FAR, OUT

ir Cluality - fe -
||Emrir|:|nmental Remediation - e .
IHydrologic Protection Unit (DMR) - 5 ﬁf‘ !
"Mining and Feclamation £ £ fe
Dil and Gas - fe -

aste Management . fe -

ater and YWaste Management . fe .
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All the application types for the selected office will be displayed. Initially the consultant
will have no application type security.

security adminisiration,

= e et

Welcome: Jones, George
Applicant: ACME COAL COMPANY

Select User: FAR, OUT

19 - Operator Assignment [ i

194 - Permit Transfer

=
r r "

19B - Merger or Mame Change r f‘ ~
19C - Officer Update - ~ ~
r - r“

r o "

19F - Permit Reinstaternent

AMEND - Permit Amendment Application

Check the *Access’ box to allow the consultant security for the desired application type,
Operator Assignment’ in the example below. After ‘Access’ rights are checked, and the
page refreshes, select between ‘Read Only’ and ‘Modify Sections’. ‘Read Only’ will
allow the person to only view Operator Assignment applications, but not change them.
‘Modify Sections’ allows changes to Operator Assignment applications.

security administration,

pagier oo hages =

Welcome: Jones, George
Applicant: ACME COAL COMPANY

Select User: FAR, QOUT

" Vodify ead

k== dion.  nly

19 - Operator Assignment v " f¥
194 - Permit Transfer [ - f'“
196 - Merger or Mame Change I (‘ -
19C - Officer Update [ - e
19R - Permit Reinstatement ™ f'“ .
AMEMND - Permit Amendment Application [ - e
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In the following example, the consultant, Out Far, has read access to the 19 and 19A
application types, modify access to the 19B and Amendment application types, and no
access to the 19C and 19R application types.

i

Welcome: Jones, George
Applicant: ACME COAL COMPANY

Select User: FaR, OUT

Mudlfy Read

19 Operator Assignment v' [ & |
194 - Permit Transfer [v . o
198 - Merger or Mame Change i o a
19C - Officer Update I gy .
18R - Permit Reinstatement r r o
AMEMND - Permit Amendment Application v I o

Click the “Back’ button when you have set up this consultant with Application Type
restricted security.

Welcome: Jones, Gearge

Applicant: ACME COAL COMPANY

Select User: Far, OUT

[19- operator Assigrement | Operator Assignment « [ & |
194 - Permit Transfer v o o
19B - Merger or Narme Change v - e
19C - Officer Update I « -
19R - Permit Reinstaternent r [ [
WIERND - Permit Amendment Application v * .
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f—"
Notice that the Restricted Icon now has a check mark on it h-d indicating that specific
application type security exists. Set up further Office and Application Type security as
appropriate for this consultant. Click the ‘Back’ button when finished.

Welcome: Jones, George

Applicant: ACME COAL COMPANY

Select User: FAR, OUT

Air Quality - * -

Enviranmental Remediation - fe .

Hydrologic Protection Unit (DME) - f+ -

fining and Reclamation f" r~ O

Cil and Gas - v "
aste Management . (e .
ater and Waste Management - (e .

—
Notice that the Office level security icon now has a check mark hﬂ indicating that there
are specific office and maybe application type restrictions in effect for this person. You
can click back on it at any time to view or change the restrictions as described above.

security administration,

Welcome: Jones, George

Select Applicant: ACME COAL COMPANY
Wiaw: | Al =11 users D dd User | Save Changes

Comment

JonesG12 é"e":r:;e v - |[ves = [ar =~ |
Far03s  [[F4R, OUT r o we = E&A [[mere <[] W |
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Specific Application Assignment

This is the lowest level security available in the Electronic Submission System.

Click the left hand icon IE for specific Application Assignment security.

security administration, T

Welcome: Jones, Georga

Select Applicani:  ACME COAL COMPANY
Vier [l |1 users §0 add user | [ Save Changes
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The first page of the Application Assignment security is displayed. Notice the
‘Applications’ column — there are zeros for each WVDEP Office. This means there are
no specific applications assigned to this consultant. This is the default condition.

In order to assign a specific application to this consultant first click the proper WVDEP
Office, such as ‘Mining and Reclamation (OMR)’

security administration,

Welcome: JOMES GEORGE

User: FAR, OUT

Applicant: | ACME COAL COMPANY ~|
Process: |Application =

|air Quality (DAQ) | 0@
Enviranmental Remediation (OER) || |:||

ydrolagic Protection Unit (OMR) (HPL)|| =
ining and Reclamation (OMR) ” 0 |
|0il and Gas (00G) | 0@
|Waste Management (OWWMS) || 0 |
|Water and Yaste Management (CWWE) || 1] |

B* Logout

"Prormoting a Healthy Environment”

This site is best viewwed using a graphics resalution of &t least 500 x 600
and & wersion 5.0 brovser ar greater.
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This page will show all specific applications assigned to this consultant. In the example
so far, there are none. Click the ‘Add Application’ button.

security administration

JOMES, GEORGE
ACME COAL COMPAMY

Welcome:

Applicant:

Select User: FAR, OUT
d Application |

Sorted by Application time and Date
App Type|App R, Id

Click the drop down for ‘Application Type’ and select on the desired one, then press the
‘Go’ button. In this example the SMA — Surface Mine Application type was selected.

A http:#1172.17.2.9 - EP Search... - Microsoft Internet Explo

| Shdd - Surface Mine Application

Application Type:

Application Mame:

19



Select the desires specific application by its Application Name, or Application Permit Id,

if available.

A http:4/172.17.2.9 - EP Search... - Microsoft Internet Explorer

Application Type: |SMA- Surface Mine Application =
Application Mame: | |
Application Permit 1D Application Mame

Mewe/Pending 78 (03/15/2005)

MewFPending Hey dude (02A10/2006)

MewFending Steve test ShA (10/31/2006)

Mew/Pending ok (05M10/2005)

M 22005

Mew/Fending

Mews/Pending test SkdA non-incr (0241 3/2006)
Mew/Pending test section L1 (0829/2005)
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The selected application will display on the application page. The default security is
‘Access’ and ‘Read Only Access’ — see checkbox and radio button settings on this
example. With this security the consultant will only be able to view this specific

application — modifications are not allowed.

security adminisiration,

JOMES, GEORGE
ACME COAL COMPANY

Welcome:
Applicant:

Select User: FaR, OUT
D add application

lication time and Date

Sorted by A
App Modify all Modify some Read Only
Eeve test IBR-SMA (14R) 2006-06-15 .

M 054 5£2008) 14:00:21.0 v L  [Emptd o

If you want this consultant to be able to modify all sections of this specific application,
click on the “‘Modify all sections’ radio button.

security adminisiration,

JOMES, GEORGE
ACME COAL COMPANY

Welcome:
Applicant:

Select User: FaR, OUT
2 add application

Sorted by Application time and Date

App " Yodify all Modify some Read Only

App Ref. Id Create Date |Access ctions
eve test IBR-ShA (12R) 2006-06-15 <

EM’”‘ Ensn /2005 14:00:29 .0 v o € [Empty *

A
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If you would prefer the consultant to only be able to ‘modify some sections’, click on that
radio button. Notice, after the page refreshes, the new information — (0 of 161) in blue.
This means that this consultant currently can modify 0 of 161 sections in this particular
SMA application. You need to identify exactly which sections the consultant can
modify, click on the (0 to 161) area. Note: these numbers will differ with application
type because each one has a different number of sections.

Welcome: JOMES GEORGE
Applicant:  ACME COAL COMPARY

Select User: FAR, OUT
D add application

Sorted by Application time and Date .

App Modify all Modify some Read Onhy
eve test IBR-SMA (12R) 2006-06-15 f S

F’MA Eusn 5/2008) 14:00:21 .0 v L @ @7 U] L
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A section list will display, listing all sections for the application type. The default
security will be “No access’. Click in either the ‘Read’ or ‘“Modify’ radio buttons as
appropriate for this consultant and this specific application instance.

IMPORTANT NOTE: please allow time for the page to refresh after each radio button is

selected.

In this example the consultant can ‘Read’ the ‘Administrative Information’, ‘Applicant’s

Certification of Application’ and ‘General Environmental Resource Information’
sections. The only section that can be modified is the “NPDES Information’ section.
And there is still “No access’ allowed to any other section.

= =P N e

security administration.

Welcome: JOKNES GEORGE
Applicant: ACME COAL CTOMPAMNY
Select User: FAR, OUT

ADMINISTRATIVE INFORMATION

. - Mo
Section Read || Modify
ACCess
Ldministrative Infarmation (= i i
Lpplicant's Certification of Application iy i i

ENVIRONMMENTAL RESOURCE INFORMATION

Section Read | Modify No
access
Zeneral Environmental Resource Information (" i i
MPDES Infarmation i (= i
INING AND RECLAMATION INFORMATION
. . No
Section Read || Modify
access
Zeneral Application Information i i i+
ariance fWaivers i i iy
Underground Disposal Plan i i i+
Maps i i i+

Applicant Ownership and Control Information

Section Read | Modify | _ M°
Wpplicant Mailing Address i i (=
dentify Resident Agent i i iy
dertify AL Responsikility i i 'y
Central Owwnership and Control i i iy
CrevneriZontroller of Coal being Mined i i =




Press the ‘Back’ button when finished assigning section security.

Welcome: JOMNES GEORGE
Applicant: ACME COAL COMPANY

Select User: FaR, OUT

ADMINISTRATIVE INFORMATION

m Rekurn Home

Section Read | Modify|  N°
access
\Sdministrative Information 0 [ e
Wpplicant's Certification of Application iy [ -
ENVIRONMENTAL RESOURCE INFORMATION
Saction Read | Modify| _ N°
AcCcess
iZeneral Environmental Resource Information I [ [
MPDES Information - iy -

Notice that the ‘Modify some sections’ now displays (1 of 161). Press the ‘Back’ button
when you are finished adding specific applications.

- . [ L T e e e

Welcome: JOMES, GEORGE
Applicant:  ACME COAL COMPANY

Select Usen: FaR, OUT
£ add Application |

1 1‘ Log out

Sorted by Application time and Date

Mor.llry all Mor.lrry some Read Only
eve test IBR-SMA (18R) 2006-06-15 =
064 5/2008) 14:00:21.0 ) &7 5]
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Notice that under ‘Applications’ there is a “1” indicating that 1 specific application has
been assigned to this consultant in Mining and Reclamation. Click ‘Back’ when finished.

Felcome: JOMES, GEORGE

User: FAR, OUT
Applicant: | ACME COAL COMPANY -]
Lt Pracess: |application «
|air Quality (0AQ) | 0 B
|Emfirnnmenta| Rermediation (DER) ” 0 |
[Hydrologic Pratection Unit (DMR) (HPU)| 0 B
|Mining and Reclarmation (O] ” 1 E||
|0il and Gas (00G) | 0 B
[wWaste Management (OWMS) | 0 |
|Water and Waste Management (OWWE) || 0 |

=
Notice that the Application Assignment security icon now has a check mark hdg
indicating that there are specific Application Assignment(s) restrictions in effect for this
person. You can click back on it at any time to view or change the restrictions as
described above.

security administration,

Pt =

Welcome: JOMES, GEORGE

Select Applicant; ACME COAL COMPANY

e | Al |2 users D add User | Save Changes
_:

JoneG21 George

Far033  ||[FAR, OUT r r Mo || SAE ([Mone <] W ||
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The left hand side of the security page has a legend summarizing the email settings and
the restricted security icon meanings.

When you are finished with security, press ‘Return Home’ or ‘Log out’ as desired.

{a1 Return Home

-] peceive email

All: Receives all email
natifications: submittals,
resubmittalzs, requests and
corrections.

This User's: REeceives anly
etmail natitication on which
thiz consultant has worked.

Hone: Receives no email
ntifications

(i Restricted security
[Hne App. access
W Has App. Access
Ho Office Access
WA Has Office Access
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